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Report: 
Strengthening Biosecurity and Health-
Security Collaboration in the ASEAN 
Region 
Tuesday 14 January – Thursday 16 January 2025 

In partnership with 
ASEAN Health Sector MBT Programme and Global Affairs Canada 

Executive Summary 

On 9 October 2024, ASEAN adopted a Leaders’ Declaration on Strengthening 

Regional Biosafety and Biosecurity, a world-leading declaration on biosafety and 

biosecurity spearheaded by Laos PDR during its 2024 ASEAN Chairmanship. This 

Declaration, and the eight commitments enshrined in it, aims to strengthen the 

capacities and capabilities of the region and the ASEAN Member States on biosafety 

and biosecurity. Under the leadership of the ASEAN Health sector, the consultation 

process and adoption of this Declaration were carried out, building on over a decade of 

partnership between ASEAN Health Cooperation and Canada’s Weapons Threat 

Reduction Program (WTRP) through the Mitigation of Biological Threats (MBT) in the 

ASEAN Region Program. 

Led by Lao PDR’s Ministry of Health and hosted by Indonesia’s Ministry of Health, 

Wilton Park, in partnership with Global Affairs Canada, convened a dialogue on 

Strengthening Biosecurity and Health-Security Collaboration in the ASEAN 

Region through the MBT platform. The event took place in January 2025, with the 

primary objective of enhancing multi-sectoral collaboration on biosafety and 

biosecurity. 

This event was attended by key representatives from the ASEAN health (ASEAN 

Senior Officials Meeting on Health Development, or SOMHD), foreign affairs (ASEAN 

Senior Officials Meeting, or SOM) and defence (ASEAN Defence Senior Officials’ 

Meeting, or ADSOM) communities. It also included international health security 

experts and bilateral partners. Key discussions focused on highlighting the potential 

benefits of multi-sectoral collaboration, including fostering innovation, strengthening 
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institutional capacities, and promoting shared responsibilities. Emphasizing these 

advantages can facilitate greater engagement and cooperation among stakeholders.  

The event encouraged stakeholders to approach “health security” as more than just a 

topic for the health sector and explored ways and means to prioritize biosecurity and 

health-security in the national agendas of ASEAN Member States. This engagement 

underscored the interdependence between the health, defence, and foreign affairs 

sectors in addressing biosecurity threats. By convening these key stakeholders, the 

event aimed to enhance institutional cooperation, laying the foundation for more 

integrated and coordinated health security policies and initiatives across ASEAN 

Member States. The event also recognized the challenges and opportunities posed by 

rapid advancements in artificial intelligence and other emerging technologies, which 

may increase the complexity and severity of biosecurity threats. The conference 

emphasized the urgent need for strategic multi-sectoral efforts in effectively 

addressing these evolving threats. 

Based on these areas of discussion, participants developed the following 

recommendations and action points: 

• Establish an ASEAN Biosafety and Biosecurity Network to enhance 

regional coordination and cooperation. Guided by commitment #2 of the 

ASEAN Leaders’ Declaration, it is essential to establish a clear governance 

structure and terms of reference for the ASEAN Biosafety and Biosecurity 

Network, with well-defined roles and responsibilities to ensure coordination and 

accountability. The ASEAN Biosafety and Biosecurity Network will oversee the 

coordination and implementation of regional biosafety and biosecurity 

initiatives, including the development of a Plan of Action for the ASEAN 

Leaders’ Declaration. The Network will be established with the health sector as 

the lead and core membership will be extended to the defence and foreign 

affairs sectors, followed by the progressive integration of other sectors 

(including animal health, law enforcement, agriculture, and environmental 

health). Initial efforts of the Network will focus on showcasing the key 

advantages of cooperation and coordination to other sectors to demonstrate 

its value and effectiveness in enhancing regional coordination, preparedness 

and policy integration across multiple sectors.    
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• Strengthen multi-sectoral coordination by conducting landscape 

analyses to identify gaps and challenges to inform cross-sectoral 

initiatives and policies: One of the key recommendations from the dialogue 

was to conduct a comprehensive assessment of national and regional systems, 

laws, regulations and policies to identify best practices, gaps and challenges, 

led by the ASEAN Biosafety and Biosecurity Network. The assessment would 

include an analysis of case studies from past crises for real-world insights and 

lessons learned from preventing, detecting and responding to biological threats 

and incidents. It would also leverage existing regional and international 

resources such as the JEE Report, PVS, CBRN NAPs, etc. 

• Develop a Plan of Action (PoA) for the ASEAN Leaders’ Declaration that 

outlines national and regional activities and initiatives: Aligned with 

ASEAN’s practice for developing a Plan of Action (PoA) for the 

operationalization of the Leaders’ Declaration, it was recommended that the 

PoA outline, inter alia, specific objectives, timelines, sectoral engagement 

strategies and evaluation mechanisms. The PoA must also establish clear roles 

and responsibilities for regional and national stakeholders, which will ensure a 

coordinated regional approach to implementing the Declaration. 

• Conduct multi-sectoral training and capacity building programs, 

workshops, and simulations to enhance cross-sectoral skills, technical 

expertise, and response mechanisms. These recommended initiatives 

promote knowledge-sharing, policy development, and collaboration among key 

sectors, including health, defence, foreign affairs, animal health, law 

enforcement, agriculture, and environmental health. The dialogue underscored 

the importance of sustainable training and capacity building activities for the 

biosafety and biosecurity workforce, including through multi-sectoral and 

multilateral cooperation among ASEAN Member States and health-security 

experts and stakeholders. 
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• Align public health, defence, and foreign policy sectors and promote a 

multi-sectoral regional approach to health-security strengthening. 

ASEAN sectoral bodies outlined their mandates, priorities, and contributions to 

biosafety and biosecurity, reaffirming their commitment to enhancing multi-

sectoral coordination, capacity-building, and regulatory frameworks. The 

discussions also underscored the critical role of the UN Secretary-General’s 

Mechanism (UNSGM) as an entry point for collaboration, encouraging ASEAN to 

leverage this and other global initiatives to strengthen biosafety and 

biosecurity. The Biological and Toxin Weapons Convention (BTWC), the 

International Health Regulations (IHR) 2005 and UN Security Council Resolution 

(UNSCR) 1540 were highlighted as key global commitments in which all ASEAN 

Member States are signatories, though national focal points from different 

sectors present challenges for inter-sectoral coordination. The conference 

concluded with stakeholders emphasizing the need for structured multi-

sectoral partnerships, resource mobilization, and policy alignment to effectively 

address emerging health security threats. 

• Enhance the capabilities and resilience of national and regional 

laboratories by generating innovative solutions for sustainable 

laboratories that are suited to the context of ASEAN Member States. A 

key recommendation was to conduct gap analyses across ASEAN Member 

States to identify deficiencies in laboratory infrastructure, workforce 

capabilities, and biosafety and biosecurity measures, which can lead to more 

targeted investments in laboratories. ASEAN Member States should explore 

joint regional procurement of laboratory supplies to improve cost-effectiveness 

and resource accessibility. Additionally, the standardization of operating 

procedures and material sharing among laboratories is critical to further 

streamline collaboration and enhance biosafety and biosecurity practices in line 

with international regulations, including the storage and transport of high-risk 

pathogen samples. The engagement of ASEAN Member States in initiatives like 

BioPREVAIL (Biological Preparedness and Resilience through Evolution and 

Innovation of Laboratories) has the potential to transform laboratories, as 

BioPREVAIL aims to reimagine a new type of safe, secure and effective 

biocontainment diagnostic laboratory that is fit-for-purpose in low-resource 

environments.  
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• Promote ethical research and responsible scientific practices across 

ASEAN. To prevent issues related to Dual Use Research of Concern (DURC), 

ensure regional oversight, policy guidance, and coordination on upholding 

ethical and safety standards in research involving biological materials. Maintain 

a national inventory of dangerous pathogens in each ASEAN Member State to 

effectively track, manage, and secure high-risk biological agents, reducing the 

risk of misuse, accidental release, or unauthorized access. By integrating these 

measures, as articulated in one of the commitments of the Leaders’ 

Declaration, ASEAN can foster a culture of ethical scientific research, enhanced 

biosafety and biosecurity governance, and strengthened regional and global 

trust in its research practices. 

• Facilitate information and data sharing and ensure standardized 

protocols that ensure efficient, secure, and transparent cross-sector 

collaboration. These protocols should define clear guidelines for safe and 

secure data sharing and classification, access control, and information-sharing 

mechanisms among relevant sectors, including health, defence, foreign affairs, 

law enforcement, and agriculture. It is important for ASEAN to explore the use 

of secure digital platforms and encrypted communication channels to enhance 

data integrity and confidentiality and prevent unauthorized access while 

promoting timely and accurate information exchange. Leveraging ASEAN’s 

existing information-sharing mechanisms, including the ASEAN EOC Network, 

the ASEAN Biodiaspora Virtual Centre (ABVC) and the ASEAN Portal for Public 

Health Emergencies, will enable timely and relevant information-sharing on 

health crises with ASEAN Member States and multi-sectoral stakeholders. 

Regular inter-agency coordination meetings, joint reporting mechanisms, and 

crisis communication strategies will further strengthen trust, interoperability, 

and coordinated responses to biosecurity threats. By formalizing these 

measures, ASEAN can enhance regional preparedness, decision-making, and 

rapid response capabilities in biosafety and biosecurity. 

This report is structured around key themes and emphasizes aspects that emerged 

from the conference and generated the most discussion, along with lessons learned 

from past crises. It concludes with specific recommendations and next steps for 

enhancing biosecurity and health-security collaboration in the ASEAN Region. 
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Introduction  

The conference brought together representatives from health, defence, and foreign 

affairs sectors in all ten ASEAN Member States, regional and international experts, and 

ASEAN’s Dialogue and Development partners, to discuss a multi-sectoral approach to 

advancing biosecurity and health-security efforts in the ASEAN region. This event 

focused on catalyzing multi-sectoral collaboration to implement the ASEAN Leaders' 

Declaration on Strengthening Regional Biosafety and Biosecurity. It aimed to 

strengthen health-security governance, foster new norms to address biological 

threats and pandemics, and enhance ASEAN's capacities to manage biological 

threats, respond to health emergencies, and support global health security efforts, in 

collaboration with the ASEAN Health Sector and Global Affairs Canada and in 

alignment with the Mitigation of Biological Threats (MBT) in the ASEAN Region 

Program. 

The adoption of the ASEAN Leaders' Declaration on Strengthening Regional Biosafety 

and Biosecurity at the 44th and 45th ASEAN Summits in October 2024 marked a critical 

milestone in enhancing ASEAN's readiness to address biological threats, whether 

natural, accidental or deliberate in nature. The Declaration’s eight commitments 

emphasized the necessity of concrete multi-sectoral collaboration at the health-

security interface and the integration of biosafety and biosecurity initiatives across 

health and other sectors. This dialogue leveraged the MBT platform and community to 

start the conversation on operationalizing the ASEAN Leaders’ Declaration through 

cross-sector collaboration. 

Canada's Weapons Threat Reduction Program (WTRP) has supported ASEAN Health 

Cooperation for over a decade through the MBT Program, significantly enhancing 

ASEAN's capacity to mitigate all manner of biological threats, respond to 

emergencies, and manage disease outbreaks. Some of the key mechanisms 

developed through the MBT for strengthening capabilities to prevent, detect and 

respond to biological threats are the ASEAN Emergency Operation Centre (EOC) 

Network, ASEAN BioDiaspora Virtual Centre (ABVC), and ASEAN+3 Field 

Epidemiology Training Network (FETN). These mechanisms can be further leveraged 

by ASEAN Member States and health security stakeholders in the implementation of 

the ASEAN Leaders’ Declaration.  

This report captures the essence of these discussions, summarizing the main themes, 

key issues, and the recommendations that emerged. The insights gained from this 
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event are intended to inform future policies and interventions, with the aim of 

strengthening multi-sectoral collaboration on biosecurity and health-security in the 

ASEAN region. 

Regional Coordination and Network Development 

Guided by the commitments of the ASEAN Leaders’ Declaration, the dialogue 

underscored the critical need for regional coordination and network development to 

effectively address biological threats. Participants reaffirmed their commitment to 

establishing an ASEAN Biosafety and Biosecurity Network, in line with the second 

commitment of the ASEAN Leaders’ Declaration to “establish the ASEAN Biosafety 

and Biosecurity Network to enhance functions, roles, and responsibilities in facilitating 

knowledge sharing, coordination, and cooperation among ASEAN Member States, 

partners and relevant stakeholders.” The network will serve as a platform for 

facilitating multi-sectoral cooperation across health, security, animal health, law 

enforcement, agriculture, and other key sectors. Through interdisciplinary 

collaboration and policy alignment, the network will contribute to building regional 

capabilities to prevent, detect and respond to biological threats, whether natural, 

accidental or deliberate in origin. Dialogue participants stressed the importance of 

“quick wins” for the network —immediate, high-impact initiatives that can 

demonstrate the network’s value and encourage multi-sectoral engagement. Some of 

these quick win strategies can be the development of clear governance structures, 

terms of reference and a dedicated secretariat function to ensure coordination and 

accountability. The network will initially be led by the health sector (SOMHD), with 

participation from the defence sector (ADSOM) and foreign affairs sector (SOM). Over 

time, the network can progressively integrate other sectors (animal health, law 

enforcement, agriculture, environment health, etc.) to ensure cross-sectoral 

collaboration. Once formally established, the ASEAN Centre for Public Health 

Emergencies and Emerging Diseases (ACPHEED), the region’s forthcoming central 

entity on public health, can provide oversight to the network. 

The network will also lead the development of a Plan of Action (PoA) for the ASEAN 

Leaders’ Declaration. Through a series of consultative meetings, the PoA will define 

specific objectives, sectoral engagement strategies, timelines and evaluations 

mechanisms, ensuring a cohesive regional approach to biosafety and biosecurity that 

aligns national and regional activities. 
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The PoA will include regional capacity-building activities, biosurveillance and laboratory 

networking, and data-sharing arrangements to enhance cross-border and cross-

sector collaboration. Additionally, the dialogue also recognized the challenges around 

diverse contexts, capacities, and regulations on biosafety and biosecurity across 

ASEAN Member States. Therefore, a regional approach would facilitate standardized 

implementation, while cross-sector tabletop exercises involving health, defence, 

foreign affairs, and law enforcement would further strengthen regional preparedness 

among ASEAN Member States. The dialogue also underscored the significance of key 

global commitments, including the Biological and Toxin Weapons Convention (BTWC), 

which prohibits bioweapons developments and encourages peaceful scientific and 

non-proliferation cooperation, the International Health Regulations (IHR) 2005, the 

legal framework that guides countries’ prevention and response to public health 

emergencies, and  UN Security Council Resolution (UNSCR) 1540, which requires UN 

Member States to prevent the proliferation of biological threats. While all ASEAN 

Member States are signatories to these global commitments, differences in national 

focal points across sectors presents challenges for inter-sectoral coordination. The 

discussions reaffirmed ASEAN sectoral bodies’ commitment to strengthening multi-

sectoral coordination, capacity building, and regulatory frameworks to enhance 

biosafety and biosecurity. In this context, the United Nations Secretary-General's 

Mechanism for Investigation of Alleged Use of Chemical and Biological Weapons 

(UNSGM) was identified as a key entry point for ASEAN engagement and 

collaboration. The UNSGM is a group of multi-sectoral experts that carry out 

investigations in response to allegations of the possible use of chemical and biological 

weapons and is essential in the absence of an implementing agency for the BTWC. 

Participants discussed the importance of leveraging best practices and lessons 

learned from parallel networks in other regions, such as the African Biosafety Network. 

The dialogue also examined successful models of international and regional 

coordination, such as the European Union’s CBRN Risk Mitigation Centers of 

Excellence Initiative, which could inform ASEAN’s approach. Within ASEAN, 

successful models of intersectoral coordination and cooperation were highlighted, 

including Thailand’s joint training programs on laboratory biosafety and biosecurity 

that engage both health and security sectors; Malaysia’s cross-sector simulation 

exercises that ensure coordinated responses to biological threats; and Cambodia’s 

disease surveillance and risk assessment practices that utilizes partnerships between 

public health, law enforcement and international organizations.  
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To strengthen regional coordination in biosafety and biosecurity, participants 

proposed a comprehensive landscape analysis to assess existing frameworks, 

laboratory capacities, surveillance systems, regulatory policies, and cross-sector 

collaboration across ASEAN Member States. This analysis aims to identify strengths, 

critical gaps, and best practices, serving as a foundation for enhancing cooperation 

and guiding optimal resource mobilization to improve ASEAN’s preparedness and 

response to biological threats. 
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Optimization of Existing Mechanism and Initiatives 

The dialogue highlighted the importance of optimizing existing regional mechanisms 

and initiatives, particularly those that operate through the Mitigation of Biological 

Threats (MBT) Program as the primary platform for fostering regional collaboration on 

health security. By leveraging the MBT Program, ASEAN can further strengthen 

biosafety and biosecurity efforts and enhance cross-sector coordination to build a 

more resilient and effective regional response to biological threats. One priority is 

maximizing the use of virtual platforms and portals for information-sharing among 

ASEAN Member States, partners, and stakeholders. The ASEAN Public Health 

Emergencies (PHE) Portal and Learning Management System (LMS) were identified as 

valuable assets that should be further leveraged. However, these platforms require 

active content contribution and curation to remain effective and relevant. By 

systematically populating these portals with timely and relevant online resources and 

training materials, ASEAN can improve knowledge sharing and capacity building 

without creating new systems from scratch. 

In the same vein, it is critical to strengthen and expand existing networks rather than 

create entirely new structures. The ASEAN Emergency Operations Centre (EOC) 

Network and the ASEAN BioDiaspora Virtual Centre (ABVC) are key information-

sharing mechanisms that already operate through the MBT Program. These 

mechanisms serve as critical hubs for regional coordination, real-time data exchange, 

and capacity-building. By building upon these established mechanisms, ASEAN can 

identify gaps within current systems, align initiatives with global and national agendas, 

and ensure more efficient resource utilization.  

ASEAN should also utilize existing international assessment frameworks to avoid 

duplication and enhance evidence-based decision-making, such as  the Joint External 

Evaluation (JEE) Report, the Performance of Veterinary Services (PVS) Pathway, the 

Chemical, Biological, Radiological, and Nuclear (CBRN) National Action Plans (NAPs), 

and the United Nations Interregional Crime and Justice Research Institute (UNICRI) 

Report on Biological Security Priorities in Southeast Asia.  Using these frameworks will 

help ASEAN Member States address critical gaps and challenges and drive targeted 

improvements in biosafety, biosecurity, and overall health security across ASEAN. 
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Strengthening Capacity, Infrastructure, and Data Sharing 

in ASEAN 

Building robust capabilities within the biosafety and biosecurity workforce is a critical 

component of ASEAN's strategy to strengthen biosecurity and health security in the 

region, as outlined in commitment #6 of the ASEAN Leaders’ Declaration to “ensure 

the provision of necessary human resources for biosafety and biosecurity in a 

sustainable manner through training, education and certification for all relevant 

personnel.” The dialogue highlighted the need for regional and multi-sectoral training 

programs that involve health, security, agriculture, and transportation. Training and 

capacity building activities should not only develop technical expertise but should also 

focus on improving leadership capabilities and fostering a culture of continuous 

learning. Multi-sectoral training exercises, with a particular focus on technology 

integration and program evaluation, were identified as critical for improving 

coordination and response capabilities. By investing in human capital across various 

sectors, ASEAN can create a more robust and responsive workforce capable of 

addressing complex biological threats. 

The dialogue also underscored the importance of sustainable laboratory infrastructure 

as an essential component of a resilient and efficient regional response system. This 

priority is outlined in commitment #7 of the ASEAN Leaders’ Declaration which 

commits to “develop sustainable laboratory infrastructure for operation and 

maintenance in diverse settings, which address national needs and ensure biosafety 

and biosecurity within available resource levels.” A regional approach to procurement 

was proposed to negotiate better deals on laboratory equipment and supplies, 

potentially reducing operating costs and enhancing laboratory capabilities across 

ASEAN Member States. This focus on laboratory infrastructure development aligns 

with broader efforts to strengthen laboratory networks, standardize operational 

procedures, and enhance biosafety and biosecurity measures, as outlined in 

commitment #5 of the ASEAN Leaders’ Declaration to “enhance protocols and 

procedures for the storage and transport of samples with high-risk pathogens and 

toxins to ensure adherence to international and domestic regulations.” Establishing 

regional standards for laboratory certification will ensure consistent quality, 

compliance, and interoperability, maximizing the efficiency of existing facilities.  

Additionally, integrating laboratory infrastructure with ongoing capacity-building 

initiatives and surveillance systems will reinforce ASEAN’s ability to detect, prevent, 
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and respond to biological threats. A presentation from the World Organization from 

Animal Health (WOAH) highlighted the opportunities for ASEAN engagement in 

BioPREVAIL (Biological Preparedness and Resilience through Evolution and Innovation 

of Laboratories), a new Canada-United Kingdom-led initiative that aims to transform 

sustainable laboratory infrastructure and ensure it is fit-for-purpose in low-resource 

settings. By adopting a collaborative approach to resource management and 

infrastructure development, ASEAN can optimize investments in biosecurity and 

health security, ensuring cost-effectiveness, sustainability, and a coordinated regional 

response to emerging biological risks. 
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Multi-Sectoral Integration and Preparedness 

Multi-sectoral integration and preparedness are fundamental to ASEAN's biosecurity 

and health security strategy. Reflective of its importance, the first commitment of the 

ASEAN Leaders’ Declaration is to “strengthen the multi-sectoral and multi-

stakeholder coordination and cooperation on biosafety and biosecurity at the national 

level.” Discussions reinforced the necessity of breaking down sectoral silos to 

establish a coordinated and effective response to biological threats. A "whole-of-

government" approach was highlighted, integrating public health, animal health, and 

environmental health with key non-health sectors such as defence, foreign affairs, law 

enforcement, finance, education, and agriculture. This comprehensive strategy will 

ensure that biological threats, regardless of their origin, are addressed through a 

unified, cross-sectoral response.  

ADSOM representatives recognized the essential role of defence and security 

agencies in health security efforts. The armed forces’ capabilities in emergency 

medical response (including military medicine), crisis logistics, and outbreak 

containment were identified as critical assets in ASEAN’s preparedness efforts. 

Defence and security agencies also play a crucial role in safeguarding critical health 

infrastructure, including biosafety laboratories, vaccine storage facilities, and border 

health checkpoints, ensuring that public health assets remain secure and functional 

during emergencies. 

Moreover, the discussions underscored the importance of SOM’s involvement with 

ASEAN’s political engagement on the Biological and Toxin Weapons Convention 

(BTWC), as well as complementary mechanisms such as the UNSGM and the Global 

Partnership Against the Spread of Weapons and Materials of Mass Destruction (in 

which the Philippines is the only ASEAN member). By strengthening cooperation 

between health, defence, and foreign affairs sectors, ASEAN aims to build a more 

resilient and responsive health security framework that aligns with global biosecurity 

standards and enhances regional stability. 

Discussions highlighted the increasing complexity of the biological threat landscape, 

emphasizing the need for greater security sector involvement to address the 

deliberate misuse of biological agents, vulnerabilities associated with emerging 

technologies like synthetic biology and artificial intelligence, and gaps in crisis 

response mechanisms. Given these concerns, strengthening collaboration between 

health, defence, law enforcement, and intelligence agencies was recognized as 
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imperative for enhancing threat detection, risk assessment, and emergency 

preparedness. Despite existing inter-agency collaborations within ASEAN Member 

States, the absence of formalized mechanisms often weakens the effectiveness of 

joint responses. To address this, the establishment of high-level committees with 

clear mandates, structured coordination frameworks, and dedicated security sector 

engagement was proposed to enhance regional preparedness. Furthermore, 

institutionalizing cooperation through well-defined policies, intelligence-sharing 

protocols, and capacity-building initiatives will be essential to strengthening ASEAN’s 

resilience against biosecurity threats. By fostering a culture of sustained multi-sectoral 

engagement, ASEAN can improve its ability to prevent, detect, and respond to 

biological risks, ensuring a more integrated and adaptive security framework that 

aligns with both regional and global biosecurity efforts. 

Integrating agro-crime and agro-terror considerations into ASEAN’s biosecurity 

framework also requires a multi-sectoral approach that aligns agricultural policies with 

national security and public health strategies. Agro-crime, such as illegal livestock 

trade and the smuggling of contaminated agricultural products, facilitates the spread 

of zoonotic diseases, disrupts supply chains, and undermines consumer trust. Agro-

terror, involving the intentional introduction of biological agents into food and livestock 

systems, poses severe risks to food security, economic stability, and public health. 

Given the increasing complexity of transboundary threats, ASEAN must adopt a 

coordinated strategy between agriculture, health, security, law enforcement, and the 

private sector. A robust response must include strengthening veterinary oversight 

through enhanced disease surveillance and early detection systems, improving 

traceability mechanisms, conducting risk assessments, and reinforcing border 

controls and biosafety protocols. Conducting joint training programs and simulation 

exercises between veterinary services, law enforcement, and national security 

agencies will also improve cross-sector coordination in responding to biological 

threats. By embedding these considerations into broader multi-sectoral preparedness 

efforts, ASEAN can mitigate the threat of agro-terrorism and agro-crime. 

To strengthen ASEAN’s biosecurity and health security efforts, it is critical to 

incorporate law enforcement agencies into the regional coordination framework. Law 

enforcement provides vital expertise in securing borders, investigating criminal 

activities, and preventing the misuse of biological materials. Moreover, law 

enforcement agencies can enhance the detection and enforcement of regulations 

related to biosecurity at ports, borders, and other critical entry points. Expanding 

collaboration with law enforcement will allow for more effective surveillance, 
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intelligence sharing, and the development of timely and coordinated responses to 

biological threats. Law enforcement can help ensure compliance with biosecurity 

protocols, assist in managing the movement of potentially contaminated goods or 

animals, and support the enforcement of quarantine measures. Furthermore, the 

integration of law enforcement into planning and crisis management exercises will 

ensure that responses are legally sound, operationally effective, and well-coordinated. 

Through such collaboration, ASEAN can strengthen its multi-sectoral preparedness, 

improve security, and enhance regional resilience against emerging health and 

biosecurity risks. 

To address these challenges, the dialogue proposed practical steps such as joint 

training exercises, shared risk assessments, and the development of integrated 

preparedness plans. Demonstrating the value of multi-sectoral approaches was 

deemed critical, especially in engaging sectors that may not traditionally view 

themselves as part of the biosecurity landscape. By focusing on concrete, achievable 

actions and showcasing early successes, ASEAN aims to build momentum for deeper 

and broader integration, ultimately creating a more resilient and cohesive regional 

response to biological threats and public health emergencies. 
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Lessons from Past Crises 

ASEAN’s response to past health crises has revealed critical gaps in coordination, 

resources, communication, and preparedness, underscoring the need for 

comprehensive reforms to enhance regional health security. 

Enhancing Regional Coordination 

Strengthening coordination among ASEAN Member States is fundamental to 

achieving effective health security. Enhanced communication channels, harmonized 

policies, and optimized resource allocation will significantly improve crisis response 

capabilities. Leveraging regional platforms such as the ASEAN EOC Network and the 

ASEAN Biodiaspora Virtual Centre (ABVC) will enable real-time data and information 

sharing, fostering better cross-sector collaboration. To streamline decision-making 

processes, it is vital to establish a regional governance structure with clear mandates, 

standardized protocols, and collective frameworks. Moreover, joint procurement of 

essential medical supplies and laboratory equipment can contribute to ASEAN's 

preparedness, ensuring timely access during health crises. Institutionalizing multi-

sectoral cooperation through structured mechanisms will foster a resilient, unified 

regional health security system. 

The importance of cross-sectoral collaboration was emphasized, particularly the 

continuous engagement of health, security, and foreign affairs sectors. A notable best 

practice highlighted was the formation of joint command structures during crises, 

such as Malaysia's Greater Klang Valley Special Task Force, which successfully 

integrated military and public health resources for coordinated crisis management. 

Furthermore, insights drawn from past pandemics underscored the importance of 

local vaccine production, reinforcing the need for robust capacity-building initiatives 

within ASEAN to reduce dependency on external supply chains. The session also 

emphasized the significance of data sharing and real-time communication in managing 

vaccine distribution, pandemic surveillance, and responses to chemical hazards. 

The discussions also highlighted emerging biosecurity threats within a global context, 

particularly the potential risks posed by synthetic biology and artificial intelligence. 

Participants stressed the importance of ASEAN participation in the UN Secretary-

General’s Mechanism for Investigating Biological Threats (UNSGM) and the Biological 

and Toxin Weapons Convention (BTWC). These global mechanisms serve as critical 

entry points for ASEAN to strengthen its regional biosecurity efforts and ensure 

coherence with global biological non-proliferation architecture. Moving forward, 
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ASEAN should prioritize the establishment of clear governance structures for 

biosecurity, reinforce national emergency response frameworks, and build stronger 

regional and international partnerships to mitigate emerging biological threats 

effectively. 

Limited Funding and Resources 

Underinvestment in health systems has significantly constrained the ability of ASEAN 

Member States to respond effectively to crises. Participants highlighted the need for 

increased allocations to domestic and regional health budgets to support 

infrastructure development, workforce expansion, and technology upgrades. 

Additional funding from international donors, philanthropic organizations, and private-

sector partnerships was identified as a vital component to bridge financial gaps. 

Establishing dedicated regional health funds was proposed to pool resources and 

enhance collective preparedness, amplifying ASEAN’s capacity to respond to health 

crises sustainably. The MBT Program is one example of an effective regional 

mechanism that has become the primary platform for externally supported health-

security initiatives in ASEAN. As a result, there has been a diversification of funding, 

with Japan, Australia, the United Kingdom, and South Korea joining the MBT as key 

partners. 

Misinformation and Disinformation 

The proliferation of misinformation and disinformation during health crises has often 

eroded public trust, reduced compliance with health directives, and complicated crisis 

management efforts. To combat this, participants recommended the implementation 

of robust public communication frameworks designed to deliver accurate, timely, and 

culturally sensitive information through trusted channels. Leveraging both traditional 

and digital media platforms was emphasized to counter misinformation effectively. To 

address this challenge, participants highlighted the need for robust public 

communication frameworks that ensure accurate, timely, and culturally sensitive 

messaging. The ASEAN BioDiaspora Virtual Centre (ABVC) was highlighted as a key 

example of an existing mechanism that has been instrumental in combating 

misinformation by providing credible, real-time information. Strengthening 

coordination between governments, media, and community leaders, along with 

leveraging both traditional and digital platforms, was identified as essential for 

effective information dissemination. Proactive fact-checking initiatives and the use of 

trusted networks like the ABVC can help counter false narratives and reinforce public 

confidence in health directives. 
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Vulnerabilities to Emerging Threats 

Emerging threats driven by climate change, urbanization, global mobility, and 

advancements in artificial intelligence (AI) and emerging technology have introduced 

unprecedented complexities to ASEAN’s health security landscape. Climate change 

has intensified vector-borne diseases, disrupted food systems, and increased 

extreme weather events, placing additional strain on healthcare systems and 

heightening risks of biological threats. Urbanization has exacerbated the spread of 

infectious diseases in densely populated areas, while global mobility has accelerated 

transboundary disease transmission, challenging regional biosurveillance and response 

efforts. 

At the same time, AI is transforming health security by enhancing disease surveillance, 

outbreak prediction, and rapid response. AI-driven tools analyze vast datasets, track 

disease patterns, and provide real-time biosurveillance, improving early detection and 

crisis management. AI also accelerates genomic sequencing and diagnostics, aiding in 

pathogen identification and countermeasure development. However, the integration 

of AI into health security also raises ethical concerns, data privacy risks, and the 

potential for dual-use research that could be misused for harmful purposes. 

Additionally, AI-generated misinformation can erode public trust and complicate crisis 

communication, further challenging coordinated biosecurity responses. To address 

these interconnected challenges, ASEAN must adopt a multi-pronged approach that 

integrates biosecurity measures into broader regional security strategies, highlighted 

by commitment #4 of the ASEAN Leaders’ Declaration that states, “Uphold the 

commitment around responsible and ethical research using high-risk pathogens and 

toxins and related data to prevent issues related to Dual Use Research of Concern 

(DURC).” In line with this, to prevent misuse of DURC, strengthening regional oversight 

and policy coordination will be essential to will ensure that research involving biological 

materials adheres to the highest ethical and safety standards. By establishing and 

maintaining national inventories of dangerous pathogens in the region, ASEAN 

member states can further support efforts to enhance the ability to track, manage and 

secure high-risk biological agents and mitigate potential risks, misuse, or unauthorized 

access. A coordinated approach to these measures will reinforce a culture of 

responsible scientific research, bolster biosafety and biosecurity governance, all while 

fostering greater regional and international confidence in ASEAN’s research practices. 

Strengthening cross-border health security protocols will be essential to enhancing 

biosurveillance, improving rapid response mechanisms, and mitigating the 
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transboundary spread of infectious diseases. Developing climate-resilient health 

infrastructure, including secure laboratory facilities, vaccine storage, and supply chain 

protections, will safeguard critical health assets against climate-driven disruptions. To 

reduce biological threats, ASEAN must prioritize research into climate-driven changes 

in pathogen behavior, antimicrobial resistance, and emerging zoonotic threats. 

Strengthening biosafety and biosecurity regulations, particularly for high-risk facilities 

handling dangerous pathogens, will be critical in preventing accidental or deliberate 

biological incidents. 

Additionally, fostering regional collaboration on biodefence strategies such as early 

warning systems, AI-driven biosurveillance tools, and public-private partnerships for 

biosecurity innovation will reinforce ASEAN’s resilience against emerging health 

threats. By integrating biosecurity into climate adaptation policies, enhancing 

regulatory frameworks for AI in health security, and promoting multi-sectoral 

collaboration, ASEAN can build a more robust and adaptive regional response to 

evolving biological risks. 
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Recommendations and Next Steps 

The conference concluded with a set of policy recommendations and actionable steps 

aimed at addressing the complex challenges discussed over the course of the event. 

These recommendations are intended to guide decision makers, international and 

regional organizations, and health-security stakeholders in developing more effective 

and sustainable interventions in the ASEAN region. 

Establishing the ASEAN Biosafety and Biosecurity Network: Composition, 
Objectives, and Multi-Sectoral Engagement  

• Hold a consultative meeting to establish the ASEAN Biosafety and Biosecurity 

Network, which should function as a dedicated platform to enhance regional 

coordination, cooperation, and capacity-building. Its composition should 

include representatives from public health (as the lead), defence and foreign 

affairs, with gradual integration of animal and plant health, law enforcement, 

science and technology, academia, and the private sector.  

• A centralized secretariat should facilitate communication, policy alignment, and 

strategic planning (and eventually be integrated into the future ASEAN Health 

Security Support Unit, or HSSU). Clear terms of reference will define its 

objectives, governance structure, and operational mechanisms. By aligning 

with ASEAN’s existing frameworks, the network will enhance regional 

coordination, facilitate information sharing, and strengthen preparedness 

against biological threats. The network should work towards harmonizing 

biosafety and biosecurity standards across ASEAN to ensure a consistent and 

coordinated response to biological threats.  

• To promote long-term sustainability, the network should support the 

development of regulatory frameworks that reinforce biosecurity governance. 

Collaboration with international organizations and research institutions will 

further enhance technical expertise and resource mobilization. By fostering a 

multi-sectoral and integrated approach, the ASEAN Biosafety and Biosecurity 

Network will strengthen regional resilience and preparedness against emerging 

biological risks.  
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Conduct a Comprehensive Landscape Analysis 

• Perform a thorough assessment of existing multi-sectoral and multi-

stakeholder coordination systems, laws and regulations, and policies within 

ASEAN Member States. Avoid the duplication of efforts by leveraging existing 

data and resources, including the JEE Report, PVS, CBRN NAPs, etc. 

• This analysis will help identify gaps, challenges, and best practices to inform 

regional efforts on biosafety and biosecurity initiatives. 

Develop a Regional Action Plan 

• Create a detailed Plan of Action (PoA) for the operationalization of the ASEAN 

Leaders’ Declaration on Strengthening Regional Biosafety and Biosecurity. Laos 

will continue to lead these efforts in collaboration with the ASEAN Biosafety and 

Biosecurity Network by conducting a series of consultative meetings on the 

PoA development in 2025, with the goal of submitting the PoA for adoption at 

the 2025 ASEAN Leaders’ Summit.  

• The PoA will define specific objectives, timelines, and sectoral engagement 

strategies to ensure a coordinated regional approach. It will also include clear 

indicators and milestones to track progress, aligning with ASEAN’s broader 

commitments to health security and cross-sectoral collaboration. 

Enhance Information-Sharing Mechanisms 

• Leverage existing protocols and platforms for sharing critical data and 

resources across sectors and between ASEAN Member States, as well as 

addressing legal and logistical challenges to facilitate timely and effective 

information exchange during crises. 

Prioritize Capacity Building 

• Focus on targeted and multi-sectoral capacity building initiatives, particularly in 

areas such as laboratory strengthening, emergency preparedness, and 

response capabilities. Utilize existing regional resources and mechanisms to 

support national systems. 
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Foster Multi-Sectoral Collaboration 

• Create and foster multi-sectoral communities of practice and encourage a 

whole-of-government approach to biosafety and biosecurity involving health, 

defence, foreign affairs, animal health, agriculture, law enforcement, etc. Raise 

awareness across different sectors of existing ASEAN mechanisms and 

initiatives. Identify key areas of health security collaboration between sectors 

i.e., on agro-crime and agro-terrorism, military medicine, etc. 
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Conclusion 

This conference highlighted the critical importance of multi-sectoral collaboration and 

regional coordination in addressing biological threats and enhancing health security. 

Key themes emerged around the need for integrated approaches to engage health, 

defence, foreign affairs, agriculture, and other sectors; the importance of sustainable 

funding and capacity building; the value of leveraging existing ASEAN mechanisms and 

networks; the significance of high-level political commitments in driving regional 

efforts; and the role of innovation and research in strengthening biosecurity measures. 

The insights and recommendations from this conference are intended to inform future 

policies and programs, with the hope that they will contribute to more resilient health 

systems and a more secure ASEAN community. Canada’s WTRP and other partners 

remain dedicated to facilitating these essential conversations and supporting the 

implementation of the discussed ideas, particularly in establishing networks such as 

the ASEAN Biosafety and Biosecurity Network, maximizing existing mechanisms and 

initiatives, and further advancing multi-sectoral collaboration, cooperation, 

monitoring, and advocacy. 

By building on the ASEAN Leaders' Declaration on Strengthening Regional Biosafety 

and Biosecurity and fostering continued dialogue among diverse stakeholders, the 

region can work towards a future where there are reduced biological threats to the 

ASEAN region and international community, and enhanced health-security of all 

ASEAN Member States. A collaborative approach that combines high-level 

commitments with practical, multi-sectoral strategies positions ASEAN to address the 

complex challenges of biosecurity and health security in an increasingly 

interconnected world. 

Venessa Olivia Tirta & Wa Ode Andi Sitti Azidah Hajaria 

Wilton Park | January 2025 
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Wilton Park reports are brief summaries of the main points and conclusions of a 

conference. The reports reflect rapporteurs’ personal interpretations of the 

proceedings. As such they do not constitute any institutional policy of Wilton Park nor 

do they necessarily represent the views of the rapporteur. Wilton Park reports and any 

recommendations contained therein are for participants and are not a statement of 

policy for Wilton Park, the Foreign, Commonwealth and Development Office (FCDO) or 

His Majesty’s Government. 

Should you wish to read other Wilton Park reports, or participate in upcoming Wilton 

Park events, please consult our website www.wiltonpark.org.uk. 

To receive our monthly bulletin and latest updates, please subscribe to 

www.wiltonpark.org.uk/newsletter 

https://www.wiltonpark.org.uk/
http://www.wiltonpark.org.uk/newsletter
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