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Building on the 2025 Strategic Defence Review's call for a 'whole of 

society' approach to national security, this 24-hour policy roundtable 

aimed to assess the UK’s vulnerability landscape, explore effective 

communication of these complex risks to the public, and draw lessons 

from international partners on resilience and preparedness. Participants 

sought to identify practical policy, legislative and societal 

recommendations to support a credible ‘whole of society’ approach to 

national security. 
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Executive Summary 

Across two days of discussion the dialogue, in partnership with the British Foreign 

Policy Group examined the threats to UK national security, the challenges facing 

government, and possible solutions. 

The United Kingdom faces a rapidly evolving and interconnected threat landscape, 

spanning state-based military risk, hybrid and cognitive warfare, critical infrastructure 

vulnerability, and domestic social fragmentation. Public and institutional preparedness, 

however, has not kept pace. Communicating the scale of the threat to the public 

remains a central challenge. Defence and security issues are often crowded out by 

cost-of-living concerns, distrust of political messengers, and a polarised information 

environment. 

Building on the 2025 Strategic Defence Review's call for a "whole of society" 

approach, the roundtable brought together senior policymakers, security experts and 

international partners to assess the UK's vulnerability landscape and identify what 

needs to change. Discussions examined the key threats facing UK national security 

and the concrete actions required to address them, explored how government, 

institutions and civil society can communicate complex risks more effectively to the 

public, drew on lessons from international partners with more developed approaches 

to preparedness, and identified practical policy, legislative and societal 

recommendations to support a credible whole-of-society approach. 

Russia represents the clearest and most immediate threat to the UK, but other 

vulnerabilities relating to critical national infrastructure, supply chains, misinformation 

and disinformation, economic pressure and climate-related disruption are equally 

pressing and mutually reinforcing. A tendency towards complacency and an "island 

mentality" continues to understate the UK's exposure and interdependence with allies 

and adversaries alike, particularly those allies with a direct border with known 

adversaries.  

Communicating the scale of this threat to the public remains a central and unresolved 

challenge, as does the need to deliver on government infrastructure to deliver on long-

term resilience. Two competing and destabilising narratives, one built around the 

prospect of civil unrest and another around a sense of inevitable societal collapse, are 

filling this vacuum, while government communication has so far failed to engage 

convincingly with either. Building broader public understanding and agency, 
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particularly among younger and more disengaged groups and communities, is 

essential to any credible resilience strategy. 

Allied states offer contrasting but complementary models for building societal 

resilience. Estonia and Finland demonstrate the value of sustained, decades-long 

investment in conscription, civic cohesion and cross-party consensus; Singapore 

illustrates how rapid technological adoption can be paired with structured business 

engagement and transparent public communication on cyber risk; and Denmark and 

Sweden show how newer resilience strategies can be built through candid government 

messaging, extended civic and military service, and clear sectoral responsibility. 

Stronger and more coherent government leadership is needed, and ideas included a 

designated responsible minister and ring-fenced budget; deeper connectivity 

between government, industry and critical infrastructure providers; and sustained 

mechanisms to build public trust and involve citizens directly in national resilience, 

rather than treating them solely as an audience to be informed. 

The threat horizon: mapping the UK's vulnerabilities 

The UK's threat environment spans state-based military risk, degraded and vulnerable 

critical infrastructure, and institutional fragmentation, with universities offering a clear 

illustration of how a single sector can function as both a national asset and a point of 

exposure. These vulnerabilities are compounded by underdeveloped structures for 

public–private cooperation and a persistent tendency to treat resilience as a series of 

siloed issues rather than a connected whole. 

A fragmented resilience architecture 

Resilience thinking has evolved rapidly outside government in recent years, reflecting a 

recognition that the foreign and domestic are now deeply entangled. Constant short-

term crises are eroding the social contract, and the UK remains broadly 

underprepared, both in its understanding of the threat, and its preparedness.  

Political leaders themselves are not yet convinced of the plausibility of state-on-state 

conflict, complicating any attempt to prepare the public. Interdependence within 

national infrastructure is poorly understood and under-resilient, with insufficient 

redundancy to withstand simultaneous shocks. Misinformation and disinformation 

tend to converge on a single narrative outcome, the prospect of civil unrest. Indeed, 

religion, race and regional difference have all been subject to mis-and-disinformation 
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driving unrest. A UK equivalent of an agency dedicated to countering societal-level 

cyber and information threats, akin to a "National Security Agency for society", could 

address a clear gap. 

Universities as an asset and a vulnerability 

Chronic underfunding across parts of the higher education sector, dependence on 

international student income, and fragmented lines of communication with 

government have left parts of the national research and innovation base exposed. The 

2025 Strategic Defence Review's recognition of the value of universities, including a 

proposed defence university alliance, has been welcomed but remains under-utilised, 

potentially hampered by its location within the Department for Education rather than 

the Ministry of Defence, illustrating a broader pattern of fragmented departmental 

ownership of resilience issues. 

Information, infrastructure and supply chain risk 

The risks posed by the United States increasingly withdrawing from its role on the 

global stage, alongside increased Russian aggression and antagonisms, is likely 

underestimated. While the Ministry of Defence has shown increased desire and 

capacity to engage with the private sector on preparedness, the rest of government 

lags behind. Resilience should be framed around strengths and asymmetric advantage 

rather than threats alone. The UK is particularly vulnerable in the information domain 

relative to frontline NATO states. Undersea infrastructure, cyber-enabled information 

warfare, and the difficulty of sustaining diversified and secure supply chains, 

particularly for critical minerals, are priority areas requiring a clearer long-term 

strategic vision. 

Structural and political barriers 

Restricted political security clearances have a corrosive effect: excessive 

classification of security information limits ministers' and business leaders' ability to 

engage meaningfully, and decision-making remains heavily concentrated in London. 

Universities' entanglement with foreign funding, particularly from China, illustrates the 

sector's exposure, and the UK lacks a clear strategic "north star" compared with more 

centrally directed approaches elsewhere. The erosion of the third sector's capacity, 

over-reliance on individuals also engaged in essential civilian roles, such as policing and 

healthcare for transition-to-war planning, and the dominance of everyday economic 

pressures over defence as a public concern also represent significant vulnerabilities. 
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The overall threat picture 

Russia is the most immediate threat, particularly through hybrid activity, but it isn't the 

only risk. Supply chains, critical infrastructure, social cohesion, and the spread of 

misinformation and disinformation are all vulnerabilities, as is climate change, and 

these problems all feed into each other, creating a complex threat picture. 

A persistent UK tendency towards complacency and an "island mentality" understates 

exposure and interdependence. The private sector has shown clear appetite to 

contribute more to national resilience but is often held back by a lack of sustained 

engagement from government, and little cross-departmental joined-up-thinking. 

While many actors across sectors are willing to contribute to national resilience, the 

United Kingdom currently lacks the institutional, financial and intellectual architecture 

to connect these efforts coherently. Building stronger government-to-government, 

whole-of-government and whole-of-society structures, underpinned by more open 

information-sharing, is a necessary next step. 

Communicating the threat 

Even if government had a clear picture of the threat landscape, it is of limited value if it 

cannot be communicated effectively to the public and political class. This section 

examines the barriers to effective communication, from low public salience and 

distrust of political messengers to competing misinformation and disinformation 

narratives, and considers how trust and engagement might be rebuilt from the local 

level upwards. 

Public attitudes and trust in messengers 

Polling evidence shows that defence and security are less of a concern among younger 

adults, in contrast to older age groups, and that support for increased defence 

spending is strongest among those who are more financially secure. This points to the 

need to frame defence issues in ways that connect more directly to everyday 

concerns such as the cost of living. Politicians and government figures are among the 

least trusted messengers on defence, regardless of party, whereas non-political 

voices carry greater credibility; a neutral, uncontroversial tone is therefore the most 

viable basis for building consensus. Growing political polarisation around the 

identification of the principal threat, with some perceiving the United States as the 

greater risk and others prioritising immigration, underscores the importance of 

depolarising this debate. 
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Competing narratives and cognitive warfare 

Two competing and destabilising narratives dominate the information environment: 

one from the far right, built around the prospect of civil unrest, and another from parts 

of the far left and Islamist extremism, built around a sense of inevitable societal 

collapse. Elite communication has so far failed to engage with either narrative or to 

offer a compelling alternative. The UK's post-war security has depended heavily on a 

now-eroding rules-based international order, and hybrid warfare functions as a 

deliberate strategy to polarise societies to the point where a passive, moderate centre 

is left disengaged while extremes dominate the debate. Better outreach to this 

centrist majority is essential, alongside a shift in public and institutional thinking from 

hybrid warfare towards the broader concept of cognitive warfare, understood as 

encompassing more direct attempts to shape a population's beliefs and decision-

making. Local-level reporting mechanisms would give citizens both responsibility and 

agency in resilience efforts. 

Rebuilding trust from the local level up 

Rebuilding trust in local communities, public services and everyday social networks, 

rather than in central government alone, is central to addressing growing apathy, 

which reflects a broken social contract and a public perception that government lacks 

a grasp of the bigger picture. A fragmented media environment allows adversaries to 

exploit early narrative-setting and keep government in a reactive posture. Improved 

data and threat-mapping capability, better use of commercial infrastructure to feed 

resilience systems, and a shared civic identity, sometimes framed as a resilient "Brand 

Britain", that unites around common ground rather than only against common 

enemies, would strengthen this response. Local and regional government, alongside 

trusted intermediaries with more credibility than central government, are essential for 

translating national priorities into locally meaningful action, and resilience structures 

should ideally be established well ahead of any crisis. Abstract framings such as "we 

are at war" are unlikely to prompt action; more tangible entry points, such as climate 

resilience or emphasising the impact of real cyber attacks, such as those on Marks and 

Spencer or Jaguar Land Rover, could serve as testing grounds for models later 

applicable to defence. 

Lessons from public engagement and exclusion 

Formal engagement structures often deliver little in practice. Russia already regards 

itself as at war with the West, a view not yet widely accepted in Western Europe. A 
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generation of young people risks becoming detached from mainstream narratives, 

with social media platforms acting as vectors for competing great-power narratives. 

Public exclusion from exercises such as war-gaming reflects an unwarranted 

assumption that the public cannot be trusted with difficult information, when evidence 

suggests the opposite. The Vaccine Taskforce stands as a positive example of 

disciplined messaging combined with modern channels and a willingness to take 

calculated risks. 

Framing, literacy and consensus 

Contradictory government messaging undermines public trust. "Multi-hazard" framing 

may be more accessible to the public than a single abstract national security narrative. 

The legacy of past foreign policy failures continues to shape public and youth 

scepticism. Media literacy and critical thinking skills, particularly for younger audiences, 

require sustained investment. The military has become increasingly distanced from 

civilian life, and rural and urban communities have distinct communication needs. 

Alternative framings, such as "preparedness" rather than "national security", and 

international examples, including a Swedish national preparedness brochure 

distributed to all households, offer more inclusive starting points.  

A cross-party consensus on national security no longer exists, and any national 

conversation must engage honestly with contested visions of the UK's global role, 

rather than assume a unity of purpose that may no longer hold. Effective social 

cohesion strategies depend on sustained, repeated engagement, trusted facilitation, 

and genuine local ownership, calibrated to both slow-burn and fast-moving threats, 

and matched to messengers the public already trusts. 

Learning from allies: a new approach to national resilience 

The UK is behind many of its allies and international partners when it comes to building 

a genuine culture of national preparedness, and there is much it can learn from states 

that have invested in this area for decades. These lessons are not directly transferable: 

differences in geography, history, population size and political culture mean that no 

single model can simply be lifted and applied to the UK context. However, examining 

what has worked elsewhere, and why, can help shape a future UK approach grounded 

in evidence rather than starting from first principles. 
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Estonia - six pillars of total defence 

Estonia's approach, developed since 2009, rests on six pillars: military defence, civil 

defence, the maintenance of vital societal services, the population's will to defend the 

country, international engagement to promote security, and internal security. Strong 

public backing for national defence, including majority support for personal 

participation and for conscription, reflects a deliberate, decades-long investment in 

social cohesion through shared national rituals, cross-party political consensus, and a 

long-standing model of universal conscription that allows rapid mobilisation of a 

substantial proportion of the population. A dedicated cyber capability, including the 

world's largest cyber defence exercise, forms a further pillar of this approach, 

underpinned by defence spending significantly above NATO's benchmark. 

Finland – Long-term embedded preparedness 

Finland's model, shaped by a long border with Russia and a historical experience of 

conflict, treats preparedness as constant rather than exceptional. It encompasses 

conscription, active NATO engagement, demonstrable political will, whole-of-society 

involvement including business and utilities, and sustained investment in media literacy 

to counter misinformation and disinformation. A structured process assigns dozens of 

preparedness-related tasks to different ministries; long-standing security and national 

defence institutions bring senior figures from across society together to build common 

understanding; and extensive civilian shelter capacity underpins this system, with 

preparedness treated as a continuous process of adaptation rather than a fixed state 

to be achieved. 

Singapore - balancing technological ambition with digital resilience 

Singapore's long-standing culture of total defence includes conscription and an annual 

day of national commemoration, alongside a distinct emphasis on digital and 

intelligence capability as a fourth arm of its armed forces. Rapid adoption of artificial 

intelligence, seen as strategically necessary to avoid a competitive gap, is balanced 

against management of associated cyber and societal risk, particularly among a large, 

small and medium-sized enterprise sector where adoption remains low. Building public 

trust, transparent government communication following cyber incidents, and 

structured business engagement mechanisms are central to this approach, alongside 

a broader emphasis on strengthening national identity and social resilience to 

withstand manipulation. 
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Denmark and Sweden - building preparedness from a later start 

Denmark's experience is less mature than Estonia's or Finland's, with lower public 

threat awareness but growing momentum, partly catalysed by developments 

concerning Greenland. Measures include a deliberate, calibrated use of alarmist 

messaging to increase public attentiveness, honesty from government about existing 

shortcomings, extension of conscription to include women, a national preparedness 

brochure, and a national preparedness training week involving schools and businesses. 

Sweden's experience includes the creation of dedicated ministerial and agency 

structures for civil defence and psychological resilience, distribution of household 

preparedness guidance, the involvement of a large number of public authorities across 

defined economic and infrastructure sectors, and legislation enabling the mobilisation 

of citizens for civil defence functions. 

Cross-cutting lessons from these models include the value of habit-building around 

small-scale preparedness behaviours; the importance of signalling societal and 

political will to defend as a deterrent in itself; the need to develop media and digital 

literacy, particularly among younger citizens; the importance of identifying and 

engaging critical businesses directly in resilience planning; and the close link between 

public trust in government and government's ability to deliver on economic 

opportunity and public services more broadly. Governments in more advanced 

systems have paid close attention to building political consensus on the need for 

preparedness, and a degree of calibrated alarmism can be a legitimate tool for 

prompting public attentiveness, provided it is not allowed to tip into panic. 

Recommendations 

Breakout discussions converged around three broad problem areas: fragmented 

government capability and capacity to lead an open national conversation, 

compounded by complacency and an exceptionalist "island nation" mindset; the 

interdependence and fragility of critical national infrastructure; and gaps in public 

awareness and understanding of threats, spanning state adversaries, misinformation 

and disinformation and climate change.  

These recommendations come in the context of a tight fiscal environment and a range 

of other political challenges for government. The following recommendations 

emerged: 
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Government leadership and structures 

• Appoint a designated responsible minister with a clear national resilience 

strategy, action plan and ring-fenced budget. This could be supported by a joint 

government-industry council. 

• Establish a single entity to counter misinformation and disinformation and align 

messaging across government departments and public bodies. 

• Clarify lines of responsibility between central government, the devolved 

nations, devolved regions and local government for communicating a shared 

threat picture. 

• Implement the 2025 Strategic Defence Review's ambitions to unify society 

around defence and resilience. 

Engaging industry and critical infrastructure 

• Establish a national business resilience forum to channel private sector 

willingness to engage in resilience planning. 

• Invest sustainably in critical national infrastructure, and ensure regulators have 

the skills and staff needed to oversee it effectively. 

• Develop a dedicated artificial intelligence defence and technology strategy, 

informed by international models, with attention to digital sovereignty and 

international partnership. 

• Build organisational and staff resilience training, particularly within business, and 

strengthen information-sharing channels between government and industry. 

Building public trust and engagement 

• Prioritise a national conversation on resilience with a particular focus on 

engaging disengaged youth audiences and local communities. 

• Empower trusted local and national voices to lead public conversations, 

cascading responsibility to devolved and local government and local leaders. 

• Establish a community resilience service to build skills, empathy and a sense of 

community among young people. 

• Explore options, including forms of civic or national service, to involve young 

people in resilience and defence-related roles, supported by community 

funding for the third sector. 

• Encourage more candid political discussion of national security issues, 

notwithstanding the electoral risks this carries. 
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Building surge capacity and long-term resilience 

• Establish a civil resilience reserve, providing surge capacity of experts, 

engineers, academics and skilled tradespeople, deployable under government 

oversight during crises. 

• Address the long-term implications of an ageing population and associated 

fiscal pressures for national resilience planning. 

• Recognise the media's role in shaping public understanding during a crisis, and 

engage media organisations as part of the wider resilience conversation. 

Conclusion 

The United Kingdom faces an increasingly complex and interconnected set of security 

and resilience challenges, but its institutional and public preparedness has not kept 

pace with the scale of these risks. Allied experience shows that effective national 

resilience depends less on any single measure than on sustained investment, political 

consensus, and a deliberate strategy to build public trust and agency over time. 

Central recurring themes include the need for stronger and more coherent 

government leadership; genuine whole-of-society engagement, particularly with 

younger and currently disengaged groups; a more resilient and diversified critical 

infrastructure base; and more open, honest and consistent communication between 

government, business and the public about the nature of the threats faced and the 

shared responsibilities involved in addressing them. 

Jack Pannell 

Wilton Park | July 2026 
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Wilton Park reports are brief summaries of the main points and conclusions of a 

conference. The reports reflect rapporteurs’ personal interpretations of the 

proceedings. As such they do not constitute any institutional policy of Wilton Park nor 

do they necessarily represent the views of the rapporteur. Wilton Park reports and any 

recommendations contained therein are for participants and are not a statement of 

policy for Wilton Park, the Foreign, Commonwealth and Development Office (FCDO) or 

His Majesty’s Government. 

Should you wish to read other Wilton Park reports, or participate in upcoming Wilton 

Park events, please consult our website www.wiltonpark.org.uk. 

To receive our monthly bulletin and latest updates, please subscribe to 

www.wiltonpark.org.uk/newsletter 

https://www.wiltonpark.org.uk/
http://www.wiltonpark.org.uk/newsletter
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